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On Demand Live Investigation

“On Demand acquisition, analysis and 
investigation of “live” running network 

devices”



Why “Live” Investigation?
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Why “Live” Investigation?
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The Best Evidence Rule

• The best evidence rule is a common law rule of 
evidence which can be traced back at least as 
far as the 18th century. In Omychund v Barker
(1745) 1 Atk, 21, 49; 26 ER 15, 33, Lord 
Harwicke stated that no evidence was 
admissible unless it was "the best that the 
nature of the case will allow". The general rule is 
that secondary evidence, such as a copy or 
facsimile, will be not admissible if an original 
document is available.1



The Best Evidence Rule

• The term "writing" has been liberally 
interpreted to include photographs, x-rays, 
films and digital evidence i.e. physical (bit 
stream) copies of hard drives.

• The question is where does Live On 
Demand Investigation fall?
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Investigation Timeline
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Live Investigation Considerations

• Full Real-Time 
Encryption

– Microsoft BitLocker

– TrueCrypt (Windows 
and Linux)

• Solid State and 
Portable Media

– USB

– U3 Smart Drive

• Remote File Storage
– Xdrive® 50GB $9.95 / 
month

– FlipDrive™ 100GB 
$199/Year



Live Data

• Memory Resident 
Data
– Caches 

– Program Remnants

– System Remnants

• Memory Resident 
Programs
– Applications/State

– Memory resident 
malware (rootkits, 
keyloggers, etc)

• Peripheral Interrogation

– IO Control
• IRP_MJ_READ

• IRP_MJ_DEVICE_CONTROL

• IRP_MJ_INTERNAL_DEVICE_
CONTROL



Live Data

• Memory Resident Data

– State information that has the potential to 
place a user at the keyboard of a system

– Recent document access

• Loaded content

• Handle access 

• Photographs, documents, etc

– Recently attached devices

• Volume labels

• Device descriptors

• Adaptor descriptors



Live Data

• Live investigations are not just based on 
volatile data

• USB example:

• Registry holds the serial number of currently 
attached or previously attach USB Drive

• Early determination of environment can 
significantly impact investigation’s course

##?#USBSTOR#CdRom&Ven_SanDisk&Prod_U3_Titanium&R
ev_2.16#0000060412049121&1#{1186654d-47b8-48b9-beb9-
7df113ae3c67}

Device Serial Number



Live Data

• Peripheral Interrogation

– Attached peripherals can be queried directly 
using ioctl calls

– USB Controllers 

• IOCTL_USB_GET_ROOT_HUB_NAME

• IOCTL_USB_GET_NODE_INFORMATION

• IOCTL_USB_GET_DESCRIPTOR_FROM_NODE
_CONNECTION

• Etc

– Some devices support proprietary ioctl codes
• i.e. IRP_MJ_DEVICE_CONTROL



Live Data

• Peripheral Interrogation

– Peripheral information is maintained through 
the registry

– Device I/O calls can augment information in 
the registry 

– Device I/O calls can support registry-resident 
data

– Discrepancies between live data and disk 
data can indicate tampering and/or rootkit
presence 



Live Data

• Rootkits

– Rootkits can hide almost any information from a live 
investigation tool

– Rootkits can be installed at different layers and can 
vary in sophistication

– Combining a sophisticated rootkit with encrypted 
storage can present a very difficult situation for 
investigators

– However, some rootkits may only have a memory 
signature

• Live investigation may be the only opportunity to find some 
rootkits



Live Tools

• Commercial offerings

• Free Tools
– Incident Response Collection Report (IRCS)

– First Responders Evidence Disk (FRED)

– Windows Forensic Toolchest (WFT)

– Computer Online Forensic Evidence Extractor 
(COFEE)

– Microsoft’s SysInternals

– WinHex

• DFRWS 2006 Paper by Ricci Ieong
(http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/200

6/forensics/)



Active Network Monitor

� Provides system 
administrators the ability to 
examine any computer on a 
network

� Requires administrative 
credentials

� Runs on Windows 
NT/2000/XP

� Gathers information on 
any operating system 
Windows 95 and newer



Volatools

� Performs digital 
investigations against 
acquired memory images

� Pulls the following 
information out of acquired 
memory images: date and 
time, running processes, 
open network sockets, open 
network connections, open 
dll’s, open files for each 
process, and OS kernel 
modules



PsInfo

� Provides detailed 
information about a target 
machine

� Types of information 
include type of installation, 
kernel build, registered 
organization and owner, 
number of processors and 
their type, memory size, 
the install date of the 
system, installed hot fixes 
and software applications



PsList

� Gives detailed information 
about processes running on a 
target machine

� Information includes the CPU, 
memory, and threads
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